L — SIEMENS
; I“gf"““i“y‘for&"fg

'S

46 -
44

01001110 1

i R
Dot 0444 8 Lobdn o 4l

) Eror - @ warning

in V II LVM‘“‘ l..‘ s
ATIC WINCC Open Architecture

ap / November 2017




Release policy update

Longer release cycles (1,5 years)

As requested in customer surveys ©
More bug fixes S &
J -9
S 0
&

In between feature patches

Continuous delivery ‘
Features not only in new versions

Longer support periods L K
Newest & latest two versions in mainline support (as until now)
WinCC OA 3.15 supported approximately 4,5 years from release

Next planned releases with focus on security IEC 62443

As requested by government regulations
Due to rise of IT security threats
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Individual support

Mainline support

Feature Patch P7

Mainline support

A
Feature Patches

~ Apr 2018 Nov 2019

released

WinCC OA 3.14

Mainline support

released

WinCC OA 3.15

in work

WinCC OA 3.16

Mainline support
Feature Patches

in plan

WIinCC OA 3.17
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SIEMENS

IEC 62443 Overview
Status Key (as of 09/04/15)

Component

General Policies &
Procedures
r « . w r w r ~ ] Planned
2-1 Requirements
: 4-1 Product
1-1 Concepts and for an IACS security | 3-1 System | )
models management technology for IACS gezvjlrzrr)nn;irtg /g In dEVEIOpment
system
L L L, Cl _b )
' EN . EN . E S = =2 Out for comment/vote
( ) ( ) 4 ) ( ) . .
2-2 Implementation ; %
1-2 Master glossary guidance for an 3-2 Security risk 4'2523:}{;‘3&“ Published (Under reVIEW)
— of terms and — IACS security — assessment and — ; )
abbreviations management system design r%qglgr?%grsl efr?,(rc PUbllShed
=2 =] > B =
- Eo - - ru:h('L A =C
f N f N
1-3 System security 2-3 Patch 3-3 System security
— conformance = management in the -1 requirements and
metrics IACS environment security levels
‘ = Se - =
-~
1-4 IACS security 2-4 Requirements
- life-cycle and use- - for IACS solution
cases suppliers
- D E& Source: http://isa99.isa.org/ISA99%20Wiki/Home.aspx
DF FAASETM
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http://isa99.isa.org/ISA99 Wiki/Home.aspx

_ SIEMENS
Security IEC 62443 Roadmap

IEC 62443
- Network and system security for industrial-process measurement
and control

IEC 62443 4-1 already certified

- Development process & development site ETM WinCC_OA
Security

IEC 62443 4-2 planned
- SL1 planned with 3.17 after release
- “Protection against casual or coincidental violation”
- SL2 planned in the medium term WinCC OA
- “Protection against intentional violation using simple means” Features

Development focus
- ETM increases development capacity of
WinCC OA working on the topic security IEC 62443 to ~30%
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Seite 5 01.09.2017 DF FAAS ETM




_ _ SIEMENS
SIMATIC WinCC Open Architecture V3.15 P7

User Interf Business

Unrestricted © Siemens AG 2017 *Scope of release may change without further notice
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SIEMENS
SIMATIC WinCC Open Architecture V3.16*

User Interface

Chart Widget

Java Script Widget (Desktop) «

Video integration in Apps v

Qt Update 5.9.2 v
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*Scope of release may change without further notice
** Certification planned after WinCC OA 3.16

DF FAAS ETM



SIMATIC WIinCC Open Architecture SIEMENS
Contact page Ingeuncity for Ufe

ETM professional control GmbH — A Siemens Company

Marktstrasse 3
7000 Eisenstadt
Austria

Phone: +43 (2682) 741-0
Fax: +43 (2682) 741-52555
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E-Mail:
wincc_oa.at@siemens.com

siemens.com/wincc-open-architecture
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