ObecneyeHne NHPopMaLNOHHOU
be30nacHOCTU B NPOMbILLUIEHHbIX LUPPOBLIX
cucTteMax

[loHoMapeB AMuUTpuK, 3aM. AnpeKTopa,
[dvpekuns cnctem ynpaBneHuUs Npon3BoLCTBEHHBIMU MPoLLeCCamMm



O yeM 3TOT pokKJsan

Unpyctpusa 4.0 nog yrposon?!
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Kpatkasa nctopusa asontouum UMb B ACY TI1
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KpaTtkasa uctopus asontouuu Ab B ACY TI1

[MpnuunHbl cnaboro BHnMMaHua Kk Ub ACY TI1 5%
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ACHTUNG, DIGITALIZATION!

Cetun lloT Henb3ga n3onmnpoBaTtb «Bo3ayLWwHbIN 3a30p» He cnacaer

ACY TI1 uMetoT BHeLlUHWe CBA3U



Y10 penatb?

 ObecneynTb MOHUTOPUWHI CYyLLEeCTBYHOLLNX CPEACTB 3alllNTHI
° PerynﬂpHo NnpoBOOUTb TECTNPOBAHUE U YCTAHOBKY OOHOBIEHNN

« CBECTM K MUHUMYMY «MOBEPXHOCTb aTaku» (3abnokmnpoBaTh Bce
HeHy>Hoe)

 [loBbIlaTb ocBedOMJIEHHOCTDb 06cny>|<v1|3a+ou_|,ero MnepcoHalla B Nb

 PaccnepoBaTtb nHumneHTol Ib B ACY TI1

 MoTnBmMpoBaTb nepcoHan cobnatogate TpeboBaHua pernaMmeHToB Vb
e 3aWNLWATb ULMDPOBLIE MOLENU
* [1lpuBectnn ACY TI1 k TpeboBaHMaM HoBOro 3akoHa o bezonacHocTn KNV

 BHeopuTb cpeacTBa 3alMTbl OT LefieBbiX aTak



CTpaTerMM HeVITpaﬂMBBLlVIVI LieJieBblX aTak

1. «benble cnnucku» NpuIoXeHN
2. ObHOBIEHME NPUSOXKEHNI

3. ObHoBneHne OC

4. OrpaHmyeHwne agM. rnpas

LleneBble aTaku



YTo npepnaraet Siemens?

be3onacHocCTb CeTeBad be3onacHoOCTb Ll,eJ'IOCTHOCTb cncrem
Nnpon3BoOCTBa
Yanw1no3auuﬂe [locTosAHHAA yBEﬂOMﬂeHMﬂIA

Mnpon3BoOCTBd dKTUBHOCTb 0bHOBNEHUS



TpeboBaHusa 3aKkoHopaTenbcTBa K 3awute ACY TT1

N2187-®3 o bKUN [lpnkas N°31 OCT3IK
ot 26.07.2017 oT 14.03.2014
* BbINoNHUTL KaTeropmsaumio * Knaccudunkauma ACY
 ObecneynTb 3aWLKNTY OT aTak  MogennpoBaHue yrpos
* [IpucoeguHuntbea Kk [ ocCOMNKA » PazpaboTka TpeboBaHmnm
* CeptnonunposaHHbie COA * BHegpeHune Mep 3aLLuThbl

« ObgazaTenibHOe yBeAOMIIEHME

* B bazoBoM Habope
00 MHUMOEHTax

21 rpynna / 167 mep

OTHeceHMe K rocTanHe cBeoeHUNn

* 0 MepaX 3alunThl 1 93-(D3

* 0 COCTOAHUUN 3alLiMLLUEHHOCTHA

YronoBHasa oTBeTcTBeHHoCcTh 194-D3



anIMepr MepP 3alUNTbl N3 P€aJIu30BAHHbLIX MPOEKTOB

* Pe3epBupoBaHme n knacrepmnsayms

 Ha nporpaMMHOM ypoBHe
 Ha annapaTtHOM ypoBHe
 Ha ypoBHe Tononornm cetu

0TKa30- * bbicTpoe nepekntoyeHme
YCTONYMBOCTE * Mapwpytunsauna, MC3 n VLAN
* CermeHTnpoBaHue TCIL
e JLWeNOHMPOBaAHHAA 3aLMTA

@ * TexHonormnyeckme DMZ
* AgMunHuctpatmeHbin VLAN
* MoHuTOpMHI obopyposaHua u [10
S
MC3

* CpenctBamm SCADA
CneynanmnsmpoBaHHbiM [10
Onpoc no SNMP

MMnopT >XypHanoB Syslog
Mmnopt xxypHanos Windows

MoHWTOpUHT

LCOA




anIMepr MepP 3alUNTbl N3 P€aJIu30BAHHbLIX MPOEKTOB

* AHTMBMpPYCHAS 3aLLMTA

* CxeMbl 0OHOBIEHUS

R /,"/ * LleHTpanu3soBaHHOe ynpaBeHue
| | 51 \lljvpl(jr;geqw§|5ewer e YcTaHOBKa NUCNpaBJieHNM
NTIVIRUSH £ W « Windows (aBToHOMHBI WSUS]

N '" * [lpuknagHoro 10

* [lpowmnBok cbopynoBaHuS
* KOHTPOJIb CbeMHbIX HOCUTENEN

* AHTMBMpPYCHag npoBepka

* JloBepeHHble yCTpOUCTBaA

* [MonnTtnkm nogknoyeHns
* Pe3epBHOe KonMpoBaHue
KOHTPOJIb CbEMHbIX * Victopnyeckmnx paHHbIX

HoCUTesen * OC n npoekToB

* KoHdurypaumm obopynoBaHms
* MoHutopuHr CPK




anIMepr MepP 3alUNTbl N3 P€aJIu30BAHHbLIX MPOEKTOB

Pexum «knock» anga APM
* OrpaHnyeHune npaB NoJsib30BaTeNS
* OrpaHnyeHune nHTepdenca
« 3anpet goctyna K ¢yHkumam OC
KoHTpOJ1b 3anycka nporpamm
Pexum «benble cnnckn» o «Benble cnUCKU» NPUIOXeHWiA
“«KNOCKa» NPUNIOXKEHNN  [MonuTukn 3anycka
KOHTpOJIb LLENOCTHOCTU
* CuctemHoro 10
* [lpuknagHoro 10
Pa3sgeneHue npaB goctyna
 PoneBag Mopenb
* LleHTpanu3soBaHHOe yrnpaBieHue

KOHTponb 5 * AyouT mocTyna
LLeJIOCTHOCTN asheniernhe focryna * OrpaHunyenune Bxopga B OC




KoHTposib LENCTBUU NPUBUNETUMPOBAHHBLIX NOJSIb30BaTe1eEN
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KOHTpOJ’Ib AO0BEepPEeHHbIX HOCUTENEN

Hapywumrens KoHTponupyemas 3oHa
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YTo npepnaraetr CMC?

[lpeanpoekTHoE Pa3paboTka be3onacHou Hanagka v
obcrnepoBaHue apPXUTEKTYpPbI COMPOBOXAEHME

Pa3paboTka TecTupoBaHue 3akpbiTne
pernameHToB b 0bHOBIEHNI YS3BMMOCTEMN
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. Wb kKacaeTcqa Bcex!

Pucku pna ACY Tl He unno30pHbI!
OTBeTCTBEHHOCTb y)XXecToyaeTcs!
Nb - 310 BaM He npocTo Tak, el HY)XHO

3aHuMaTbcq!

PeweHunsa ectb, uy CMC ecTb NO3NTUBHBbIU

OonbIT X NTPUMEHEHUA.



Cnacubo 3a BHMMaHue!

[loHoMapeB AMuTpun, 3am. gupektopa CYTII1
E-mail: dmitriy.ponomarevldsms-a.ru



